
T.I.C. ET USAGES
INFORMATIQUES
INNOVANTS

Distributed Key Certification using Accumulators
for Wireless Sensor Networks
{Jun-Young.Bae, Franck.Rousseau}@imag.fr
{Claude.Castelluccia, Cedric.Lauradoux}@inria.fr

Wireless Sensor Networks (WSNs)
• Large networks composed of inexpensive low-power and energy-constrained wireless sensors.

• Will play critical roles in information gathering, management and control.

• Possible applications: military, medical, environmental, electrical, industrial etc.

Security in WSNs
• Any networked system should include at least rudimentary security.

• Wireless communications are easy to eavesdrop and manipulate.

• Requires data confidentiality, authentication and network availability

Overlapping WSNs Motivations
• A critical issue in WSN security is key certification.

• A Certificate Authority (CA) may not be reachable during network deployment.

• Sensor nodes must be authenticated before they are enrolled to the network.

• Authentication becomes especially crucial when multiple networks are overlapping.

• The need for a lightweight, distributed key certification arises.

Our Contributions
• We propose a distributed key certification protocol that uses cryptographic accumulators.

• We examine and compare both asymmetric and symmetric accumulator-based implementations.

Cryptographic Accumulators
• Probabilistic data structure that allows a user to verify if an item belongs to a given set.

• Based on one-way, commutative functions.

• Two types of accumulators exist: asymmetric [1] and symmetric [2].

Node-to-Node Key Verification
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NODE-TO-NODE KEY-VERIFICATION
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Notation Summary
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the accumulator, zm. When a witness is needed, Authenticate
verifies if the following equality is satisfied:

zm
?
= F (wi, vi).

Throughout the paper, the notation z, instead of zi, is used
for simplicity.

Accumulators have attracted a lot of attention in recent years
and many designs have been proposed. Before giving concrete
examples of accumulators, we present one of their most pop-
ular applications: distributed key certification. Accumulators
have been successfully employed in many applications such
as time-stamping schemes [35], private information retrieval
in database [3], [24], memory protection [6], data aggregation
in sensor networks [33] and distillation codes [29].

Camenish and Lysyanskaya introduced dynamic accumula-
tors in [11]. The difference with the previous definition is the
addition of three extra components: Add to insert an item, Del
to revoke an item and Upd to update the witness after an Add
or Del. These additional functions allow us to support more
complex network operations. Some of the computations for
Upd, Add and Del are performed by the gateway. The cost of
these operations for the nodes is very close to Authenticate.
Moreover, research on dynamic accumulators is still in its
infancy and weaknesses have been found in the Upd function
of some designs [10]. We have focused on the core mechanism
of accumulators in order to demonstrate their efficiency.

B. Protocol

Key certification is a major issue for asymmetric cryptogra-
phy in WSNs. It is mandatory to know if a node is part of the
network (or not) prior to establishing any key. However, the
access to a CA may be sporadic (unattended networks), ex-
pensive or even impossible. Accumulators provide a practical
answer to these problems.

The protocol described in this paper is based on three
functions: initialization, ownership transfer and node-to-
node key-verification.

Initialization – The manufacturer assigns to each node, Ni,
a pair of public/private keys denoted as (PKNi

, SKNi
). All

the nodes’ public keys, PKNi
, belonging to the network are

all accumulated in z. In addition, the manufacturer generates a
public/private key pair for the gateway and includes the public
key of the gateway into the accumulator, z. (i.e. the gateway
is treated like any other node). The manufacturer stores z in
every node. In addition, every node is set up with all the values
needed for the accumulator, including the witness wi. All these
notations are summarized in TABLE I.

TABLE I
NOTATION SUMMARY.

Notations Meaning

(PKNi
, SKNi

) Node i’s public/private key
z Accumulator
wi Node i’s accumulator witness

Ownership transfer – The final user of the network uses
a gateway to manage and monitor the network. To transfer
the ownership, the manufacturer provides the gateway’s pub-
lic/private key pair to the final user. We assume that at a given
time there is only one owner. The manufacturer needs to solve
two issues to transfer the ownership to the final user: (a) the
gateway must be able to distinguish the nodes that belong to
the network and (b) the nodes must recognize the gateway’s
public-key. The first issue is solved by transferring z and all the
necessary parameters from the manufacturer to the gateway.
The gateway can then execute the Authenticate function as
any node. The second problem is solved by including the
gateway’s public key into z.

Node-to-node key-verification – As shown in Figure 1,
the nodes exchange their public-keys, PKNi

, with the corre-
sponding witnesses, wi. They then execute the Verify function
described in Algorithm 1. When a node determines that a
public key belongs to the accumulator, it stores it as an entry
in a table, T . The Lookup(T ,PKNi

) function verifies if the
node has already verified the public key of the node, Ni. The
Put(T ,PKNi

) function adds the public key of the node to
the table. Once the nodes have mutually verified their public
keys with Verify, they can establish a symmetric key through
the Elliptic Curve Diffie-Hellman (ECDH) key agreement
protocol [38].

Algorithm 1 Verify(z, PKN1 , w1) function (N1 by N2).
if Lookup(T ,PKN1

)= false then
if Authenticate(z, PKN1

, w1)= true then
Put(T , PKN1

)
end if

else
Do nothing (key already verified)

end if

IV. SECURITY ANALYSIS

Our protocol inherits the major security properties of one-
way accumulators: “one-way-ness” and resistance to forgery.
Further details can be found in [2], [1].

Node injection – The first attempt of the adversary might
be to send its own public key and witness. In this case, the
security of our protocol is reduced to the security of the
accumulator.

Node capture – Due to the “one-way-ness” of accumula-
tors, the capture of a node does not compromise the communi-
cations of the other nodes: only the keys of the captured node
are compromised.

Denial-of-Service (DoS) – The goal of the adversary is to
make the nodes waste precious resources (e.g. battery charge).
In order to achieve this goal, computationally expensive op-
erations are triggered. We assume that the most expensive
operation is ECDH and our protocol prevents an adversary
to trigger useless ECDH computations. The lookup table,
T , prevents the replay of correct messages that cause the
exhaustion of the nodes’ resources.

The Verify(z, PK,w) function
if Lookup(T ,PK)= false then

if Authenticate(z, PK,w)= true then
Put(T , PK)

end if
else

Do nothing (key already verified)
end if

Comparative Results
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Future work
• Be able to safely add and remove nodes from the network.

• Study how our security protocol copes with other WSN protocols.
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