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Wireless Sensor Networks (WSNs)

e Large networks composed of inexpensive low-power and energy-constrained wireless sensors.

o Will play critical roles in information gathering, management and control.

e Possible applications: military, medical, environmental, electrical, industrial etc.

Security in WSNs

e Any networked system should include at least rudimentary security.

e Wireless communications are easy to eavesdrop and manipulate.

e Requires data confidentiality, authentication and network availability

Overlapping WSNs Motivations

A critical issue in WSN security is key certification.

A Certificate Authority (CA) may not be reachable during network deployment.
Sensor nodes must be authenticated before they are enrolled to the network.
Authentication becomes especially crucial when multiple networks are overlapping.

The need for a lightweight, distributed key certification arises.

Our Contributions

e We propose a distributed key certification protocol that uses cryptographic accumulators.

e We examine and compare both asymmetric and symmetric accumulator-based implementations.

Cryptographic Accumulators

e Probabilistic data structure that allows a user to verify if an item belongs to a given set.
e Based on one-way, commutative functions.

e Two types of accumulators exist: asymmetric [1] and symmetric [2].

Node-to-Node Key Verification Comparative Results
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Notation Summary The Verify(z, PK, w) function

if Lookup(7T,PK)= false then |
if Authenticate(z, PK, w)= true then viemonysage patiery consumption

Put(l’, PK)
(PKnN,,SKnN,) Node 2’s public/private key end if

Z Accumulator

W; Node 2’s accumulator witness

Notations Meaning

else

Do nothing (key already verified)
end if

Future work

e Be able to safely add and remove nodes from the network.

e Study how our security protocol copes with other WSN protocols.
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